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AFFIDAVIT

|, Janes G Chang, declare and state:

A. Introduction, Arrest Warrants to Be Issued, and Places to Be
Searched
1. | ama Special Agent ("SA") of the Federal Bureau of

| nvestigation ("FBI") and have been so enployed since 1991. | am

currently assigned to the National Security Division of the FBI
Los Angeles Field Ofice, and have been so assigned since 1995.

2. |1 was involved in the counterintelligence investigation
of JOHN JOUNGAOONG YAI, al so known as JOUNG WOONG YAI, from
Decenber 1995 until the matter becane a crimnal investigation in
2001. Since the crimnal investigation began, | have been the
case agent or one of the case agents. Unless specifically stated
herein, the information set forth in this affidavit was either
observed by ne or was communicated to nme by other FBI or United
States Custons Service ("USCS' or "Custons") personnel working on
this matter.

3. This affidavit is made in support of a conpl aint against
and arrest warrant for the follow ng two individuals:

a. JOHN JOUNGAOONG YAl (sonetimes hereinafter "YA ™)
for violation of Title 18, United States Code, Section 951
(Failure to Notify Attorney CGeneral of Foreign Agent
Rel ationship), Title 18, United States Code, Section 1001 (Fal se

Statenent within the Jurisdiction of the United States), and
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Title 18, United States Code, Section 371 (Conspiracy to Make
Fal se Statenment within the Jurisdiction of the United States).

b. SUSAN YOUNGIA YAI, also known as YOUNG JA YAl ,
(sonetines hereinafter "SUSAN YAI") for violation of Title 18,
United States Code, Section 1001 (False Statement within the
Jurisdiction of the United States) and Title 18, United States
Code, Section 371 (Conspiracy to Make Fal se Statenent within the
Jurisdiction of the United States).

4. This affidavit is also made in support of an application
for search warrants for the foll ow ng:

a. The prem ses |ocated at [Redacted] Street, [Redacted],
Santa Monica, California. These prenmi ses are further described
as located within a two-story building, which fromthe[Redacted]
Street side appears to be a brick and yellow stucco building with
brown trim a brown wood shingle roof, and brick steps leading to
t he bui |l di ng.

b. Hotmail Corporation ("Hotmail"), 1065 La Aveni da,
Mountain View, California, and servers utilized by Hotmail.

5. The itens to be seized are set forth in Section K of
this affidavit.

B. Theory of Prosecution under 18 U.S.C. § 951

6. Because of the |arge anmount of information that has been
gathered in connection with this matter, and the length of this
affidavit, | think it would be hel pful to the court for ne to set
forth here a brief summary of how t he evi dence shows probabl e

cause of the offense under 18 U.S.C. § 951 alleged herein. 1 do
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not di scuss here the charges that relate to the inportation of
currency (i.e., the false statenent and conspiracy charges), as |
do not think that they require any further explanation.
bel i eve the evidence shows probabl e cause that YAl violated 18
US C 8951 by failing to notify the Attorney General of his
foreign agent relationship as foll ows:

a. Title 18, United States Code, Section 951, and its
i npl enenting regul ations, make it an offense for anyone, other
than certain persons not relevant here (such as a diplomatic or
consul ar official or attaché), to act "in the United States as an
agent of a foreign governnent w thout giving prior notification
to the Attorney General.” 18 U.S.C. 8§ 951(a). The statute
contains an exenption for "any person engaged in a | egal
commercial transaction.” 18 U S.C. § 951(d)(4).

b. YAl was an agent of North Korea because he (1)
recei ved and responded to tasking by North Korea, nost evidently
tasking to recruit another agent or subagent, and (2) was paid by
North Korea for his services. The facts denonstrating the agency
relationship also include YAl's travel to North Korea and his
work wi th and gui dance of anot her person who was al so an agent of
Nort h Kor ea.

c. In his agency relationship with North Korea, YA
was not a "person engaged in a |legal commercial transaction”
within the neaning of 18 U S.C. §8 951(d)(4), because the agency

rel ationship involved a conspiracy for YAl illegally to obtain



top secret information and because YAl took steps in furtherance
of obtai ning such information.

d. The existence of a conspiracy to obtain top secret
information can be inferred fromYAl's multi-year covert
relationship with North Korea, his responsiveness to tasking by
North Korea, and his trips to neet North Korean officials in the
Peopl e’ s Republic of China ("PRC') or North Korea. The
conclusion that the obtaining of top secret information on behal f
North Korea was an objective of the conspiracy is conpelled by
North Korea’'s tasking of YAl specifically to obtain top secret
i nformati on -- tasking about which YAl inforned one of his
conf ederates, who was considering seeking a federal governnent
j ob.

e. The following acts were commtted by YAl or a
confederate in furtherance of the plan to obtain top secret
information: (1) YAl was tasked by North Korea to recruit
anot her agent or subagent, (2) YAl did recruit that agent or
subagent, (3) YAl provided information about that agent or
subagent to his North Korean handlers, (4) YAl arranged the
travel of that agent or subagent to nmeet with North Korean
officials abroad, (5) YAl discussed with a confederate -- another
agent or subagent with whom he shared an office -- her applying
for governnent enploynent, including federal enploynent, and
reported to her the positive reaction of North Korean officials
to her getting a (non-federal) governnment job, (6) YAl discussed

with that confederate her travelling to the PRCto neet with



North Korean officials, (7) YAl was tasked on nultiple occasions
by his North Korean handlers to get "top secret” information, and
(8) North Korea told YAl to "engage in a |ot of conversation with
peopl e above" (connoting people of a higher rank).

C. Background

7. | have seen a copy of YAI's U S. passport, issued in
Novenber 1996, which identifies his given nanes as "John Joung
Wong" and his last nane as "YAlI." | have al so seen a copy of
YAl 's 1981 Certificate of Naturalization, which identifies his
name as "John Joungwoong YAI." A docunent in YAl's Immgration
and Naturalization Service ("INS'") file states that his nane was
changed from "Joung Wong YAl" as part of his naturalization.

YAl 's Application to File Petition for Naturalization, dated
Sept enber 25, 1980, requests this nane change. It also contains
YAl's statenents that he can read, wite, and speak Engli sh.
Docunments in YAI's INS file indicate that he was born and rai sed
in South Korea, served in the arny there, and lived there prior
to his inmgration to the United States. The INS file does not
indicate that YAl has any famly in or connection to Beijing or

Shenyang in the PRC. !

' YAI was born in Seoul, Korea, in 1943. From 1962 to early 1965, he attended Ko
Myung Commercial High School, which FBI Intelligence Research Specialist Kyewon Ko, who
attended Junior High School in Seoul, tells me based on her personal knowledge is in Seoul.
YAI worked in Seoul in 1965. He served in the Korean Amy from 1966 to 1969. He worked in
Seoul from 1969 to 1975. He was married in Seoul in 1975. The preceding information comes
from YAI's INS file.



8. During the period Decenber 1996 until June 2000, YAl was
t he subject of surveillance under the Foreign Intelligence
Surveillance Act ("FISA"), 50 U . S.C. § 1801 et seq. This
surveillance, authorized by the FISA court in Washington, D.C
(established under the authority of 50 U.S.C. § 1803), i ncluded
covert physical searches, interception of telephone and fax
comuni cation, and m crophone |istening. The counterintelligence
i nvestigation also included physical surveillance, which did not
need FI SA court authorization.

9. Al the electronically intercepted conversations
mentioned in this affidavit, unless otherw se specified herein,
were in the Korean | anguage. The translations of documents and
conversations discussed herein were done by FBI Intelligence
Research Specialist Kyewon Ko, who is fluent in both the Korean
and English | anguages, or by other FBI personnel fluent in the
Korean and English | anguages.

10. During the period beginning at |least as early as
Novenber 1996 and continuing until March 9, 1999, YAl had an
office | ocated at 3100 West Eighth Street, Suite 210, Los
Angel es, California ("YAI's office"). | know this from
surveillance conducted by nme and ot her FBI personnel working on
this case -- the results of which | ampersonally famliar with
-- and fromtel ephone records. During this tinme period, YA went
to his office approxi mtely four days a week, usually staying

fromapproximately 9:00 a.m until m d-afternoon.



11. During the period from approxi mately Decenber 1995 to
m d- 2001, | or other FBI personnel conducted visual surveillance
of YAl dozens of tinmes. Many of those surveillances |asted eight
hours or nore.

12. FBI electronic and visual surveillance has disclosed
that in the period beginning at | east as early as Novenber 1996
and continuing to March 1999, YAl shared his office with Person
L, a female U.S. citizen who, according to California Departnent
of Motor Vehicles records, has a date of birth in 1968.

13. Pursuant to FISA court authorization, FBI technica
agents placed a hidden m crophone in YAl's office on March 30,
1998, and activated it on April 2, 1998. The FBI deactivated the
m crophone on March 9, 1999, when YAl and Person L vacated YAl's
of fice.

14. During the period of the FISA surveillance, the FB
found no evidence that YAl was enpl oyed by any entity other than
the North Korean governnment. The surveillance conducted by the
FBI during that tinme did not show that YAl regularly went to any
pl ace of work other than his office.

15. During the period of FISA surveillance, the FB
determined that YAl was involved in sending reports to North
Korea (via the PRC) of information he obtained frompublicly

avai l abl e sources in the United States.?

2 I believe based on the evidence in the case that YAI has occasionally been untruthful in
his reporting to North Korean intelligence, in a way that embellishes his reports. This has no
effect on probable cause for search or arrest because any such falsehoods would not undermine
the fact that YAIwas an agent of a foreign power. For example, on May 29, 1999, FBI
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16. | know fromthis investigation that YAl is married to
SUSAN YOUNGJA YAI, also known as YOUNG JA YA, and has been since
April 1975. | have seen a copy of SUSAN YAl's U.S. passport,

i ssued in June 1998, which lists her given nanmes as " SUSAN
YOUNGJA, " and a copy of her June 1984 Certificate of

Nat ural i zati on, which lists her nanme as "SUSAN YOUNGIA YAI." |
have al so seen a copy of her INS file, which does not indicate
that she has any famly in or connection to the cities of Beijing
or Shenyang in the PRC

17. Since COctober 1994, YAl has lived in five residences:
first in an apartnent at [Redacted] Ave, in El Segundo,
California; then in an apartnent at [Redacted] Avenue in
Torrance, California; then in a house at [Redacted] Dr., G anada
Hills, California; then in a house at [Redacted] Ave., Los
Angel es, California; and finally at [Redacted] Street, [Redacted],

Santa Monica, California, where he currently lives. | know the

electronic surveillance intercepted a fax sent from YAI's home, addressed to "Mr. Ahn," that
discussed the disappearance of a person who was reportedly connected with North Korean
intelligence. The author of the fax (that is, YAI) claimed to have checked with two people to
verify this report and implied that those people were knowledgeable about South Korean
intelligence. The author also suggested that the recipient of the fax check the passenger lists of
American air carriers out of Beijing. Based on my knowledge of the FBI's electronic
surveillance of YA, I believe that YAI has invented his contacts with these two people
concerning this North Korean defector. Nonetheless, I believe that YAI's communications to
North Korea discussing those individuals further demonstrate that Y AI was at the time an agent
of a foreign government operating in the United States because he (1) purported to be providing
inside information about the South Korean intelligence agency, and (2) recommended to the
North Koreans (albeit possibly through the mechanism of falsely claiming that it is someone
else's recommendation) a course of conduct designed to get information about the defection of a
North Korean agent.



residences in which YAl lived in this tinme period through
surveillance and tel ephone bill information. | know the
followwng with regard to YAI's current residence:

a. Information fromthe Choi cepoint |aw enforcenent
i nformati on dat abase shows that on April 1, 2002, JOUNG YAl
pur chased a condom niumat 909 Grant Street, Unit 1, Santa
Moni ca, California.

b. Information from Verizon received on May 8, 2002,
shows that on that date, "YOUNG J YAI" (SUSAN YAl) was the
subscriber to a tel ephone at [Redacted] Street, [Redacted], Santa
Moni ca, California.

c. FBI physical surveillance has seen YAl in the
i mredi ate area of this residence on various occasions, including
July 11, 2002 (sweeping |l eaves fromthe driveway), July 18, 2002
(discarding trash behind the residence), and January 27, 2003
(l eaving the residence in a mnivan).

d. On January 24, 2003, | nmade a pretextual call to
t he tel ephone nunmber subscribed to this residence and spoke to
YAl , whose voice | recognize fromthe many recordi ngs of
conversations to which | have |istened.

18. FBI Intelligence Research Specialist Ko has infornmed ne
that each of the follow ng tel ephone nunbers appears on at | east
one tel ephone bill for YAl's office, or for one or another
residence in which YAl lived, in the tinme period between COctober

1994 and April 2000: 86-24-384-5505, 86-10-6532-5792



(hereinafter "the -5792 nunber"?®), 86-24-625-7357, 86-10-6460-
3991, and 86-10-6460-8065. These nunbers are listed in paragraph
94c, below, in the list of items to be seized. The subscriber on
the tel ephone line at YAl's office was Person L. | know from FB
records that the nunmbers begi nning 86-10 are in Beijing, PRC, and
t he nunbers begi nning 86-24 are in Shenyang, PRC. *

19. After YAl and Person L vacated YAl's office on or about
March 9, 1999, various calls were placed from YAl's residence in
Granada Hills to tel ephone nunbers in Beijing, PRC -- 86-10-6460-
8065 (over 100 calls), 86-10-6460-3991 (two calls), or 86-10-
6532-5792 (one call) (this is the -5792 nunber) -- in the tine
peri od between July 1999 and April 2000. (Each of these
tel ephone nunbers is listed in the above paragraph.) Sone or al

of these may have been fax calls. | believe that at sonme point

3 The -5792 number is similar to telephone numbers for the North Korean Embassy in
Beijing listed in a U.S. State Department website, travel.state.gov/nkorea. All six telephone
numbers listed in that website begin 8610-6532, as does the -5792 number.

* T know from the map and Westlaw research that Shenyang is the provincial capital city
of one of the two Chinese provinces that abut North Korea and that Shenyang is within
approximately 125 miles of the Chinese-North Korean border. Iknow from Westlaw research
the following, which shows that Shenyang has considerable connection to North Korea: (1) In
April 2000, China and North Korea opened a civil air route from Pyongyang (the capital of North
Korea) to Shenyang, with two flights a week on North Korea's Air Koryo (Asian Economic
News, Travel Trade Gazette Asia), (2) Chinese officials said that North Korea built a 14-story
hotel in Shenyang, China, for $30 million and opened it in June 2000 (World News Connection),
(3) an Associated Press story on November 1, 2001, stated that a company based in Shenyang
and supported by the North Korean government said it installed server computers in Shenyang
and Pyongyang in early October and is running an experimental e-mail service (AP), (4) the
Shenyang Military Region is the closest of China's "military regions" to North Korea (Asian
Wall Street Journal), and (5) North Korea has long had a presence in Shenyang (South China

Morning Post).

10



soon after May 2000, YAl shifted fromusing fax to using e-nai
to communicate with Beijing. | believe this based on the
fol | ow ng:

a. On May 16, 2000, and May 23, 2000, FBI electronic
surveillance intercepted two faxes, which were printouts of a
total of ten e-mails, sent fromYAl's home in Ganada Hills to
one or anot her tel ephone nunber in Beijing, PRC. It is apparent
to me that what happened is YAl tried to send e-mails to his
contact in Beijing, but addressed the e-nmails to an incorrect and
non-exi stent e-nmail address (he addressed themto
G eenEart h2000@ahoo. com when the correct address contai ned
underlined spaces: G een_Earth 2000@ahoo. conj.

b. The aforenentioned May 16, 2000, outgoing fax, sent
from YAl 's honme and intercepted by the FBI, contained a
handwitten notation that stated, in part:

For now, I am sending you copies of what | saved in ny
conmput er.

| could not store 2 or 3 reports after |I sent them
Try to look for themin G eenEarth2000@ahoo. com

c. On May 29, 2000, FBI electronic surveillance
I ntercepted an incomng fax to YAI's honme in Ganada Hills. The
fax was addressed to "M. Y." It stated in part:

| amreceiving your proposals that you worked so
diligently on. It is busy season right now, so please

continue to use the air nmail for a while.
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And about the e-mail, it seens things will be norma
when both sides make sonme nore adjustnents. But first
| nmust informyou that the e-mail address for M. Shin
has been changed to G een_Earth_2000@ahoo. com
The fax line indicated that the fax was fromthe "Gudan Hotel"
(witten in English), with a tel ephone nunber in Beijing, PRC
d. On June 6, 2000, the FBI obtained information from
Yahoo! about the contents of YAl's e-mail box.> One of the two
incomng e-mails in that box was sent from
Green_Earth_2000@ahoo. com on June 3, 2000. That e-nmil was sent
from sonmeone using an internet service provider in Beijing, PRC
The e-mai |l account was created by a subscri ber who gave Yahoo!
"Shanghai " for "City" and "China" for "Country." In creating
that e-mail account, the subscriber accessed Yahoo! from an
i nternet service provider located in Beijing. In the "sent"

folder for YAl's e-mail box, there were three e-mnils addressed

3 This affidavit refers to "YAI's e-mail box." When I use that term, I refer to an e-mail
set up by YAI's son, Dennis Yai, for YAI's use. On February 23, 2000, FBI electronic
surveillance intercepted a telephone call between Y AI and his son, whom Y Al calls by a more
familiar shortened name, "Denny," in that conversation. YAI asks, "What is the e-mail address
that you set up? Dennis?" Later Y Al asks, "Did you set up the e-mail address for me with
'Denniskim'?" The connection is poor and Y Al indicates trouble hearing his son, so YAI asks,
"Is it Denniskim22 Yahoo.com?" His son responds, "Yes." YAI then asks, "Is this the address
for you?" and his son replies, "You can use it too." Although the e-mail address is
"Denniskim22," it was set up by Dennis Yai using a pseudonym, as evidenced not only by that
telephone conversation but also by a user profile from Yahoo! that indicates that the person
establishing the e-mail account listed an alternate e-mail account of "dennisYai@aol.com," lived
at the time in Berkeley, California (where Dennis Yai lived), and had the same birthday as
Dennis Yai.
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to the G een_Earth _2000@ahoo. com address that were sent between
June 3 and June 6, 2000.

20. From Yahoo! the FBI was able to obtain e-nmai
information relating to e-nails sent to and from YAl's e-nai
account (denniskinm22@ahoo.com for only the tine periods
Decenber 20, 2000 - January 2001 and April 2001. The content of
the e-nmails is mainly gibberish -- a scranble of nunbers,
synbols, and letters. The header information and the addressee
i s conprehensi ble, however. This information reveals the
fol | ow ng:

a. On January 15, 2001, an e-mail was received at
YAl's e-mail account froman e-mail account (john.kk@xi nmail.com
that at the time, according to informati on obtained by the FBI
froma publicly available informati on database, used an internet
service provider in Beijing, PRC

b. Between Decenber 22, 2000, and January 18, 2001,
three e-mails were sent fromYAI's e-mail account to that e-mai
account (john.kk@inmail.com. E-nails were sent to that e-nai
account from YAl's e-mail account, or were received fromthat e-
mai | account by YAI's e-mail account, on nine days in April 2001.

c. E-mils sent fromYAl's e-mail account
(denni ski m22@ahoo. com) were addressed to "M . Ahn" on April 3,
27 and 29, 2001, to "M. Bill" on April 5 and 23, 2001, to "M.
Shin" on April 8, 2001. The e-mails sent on April 23, 27, and
29, 2001, were sent to "ksakjch@ahoo.co. kr," as was anot her e-

mai |l sent on April 19, 2001, addressed to "M. Yoora."

13



[Affiant’s Note: | believe YAl is still comunicating with the
same person or persons with whom he was comunicating in Apri
2001, as information received fromHotmail on Septenber 13, 2002,
i ndi cates that on Septenber 1, 2002, YAI® received two e-mails
frome-mai|l address "ksakjch@otnmail.com" and that he received
additional e-mails fromthat e-mail address on July 1, 8, and 14,
August 5 and 25, and Septenber 2.]

21. | believe based on ny experience with this case that

the reason YAl's e-mail correspondence was with an e-nai|l address

¢ To be specific, Hotmail records indicate that these e-mails were received by e-mail
address "Denniskim26@hotmail.com." Ibelieve that this e-mail address is used by YAI because
of the following:

On August 29, 2002, an undercover contact by FBI
Intelligence Research Specialist Ko obtained from YAl what he
said was his e-mail address. That address was "Denni ski n26.com "
YAl al so wote down "AOL" and said that Intelligence Research
Speci ali st Ko shoul d make sure that she has an ACL account in
order to send himan e-nail

On Septenber 3, 2002, an FBI Special Agent sent e-mails to
three e-mail addresses: (1) Denni skin26@ahoo.com (2)
Denni ski m26@ol . com and (3) Denni ski nRk6@otmail.com Wth
regard to the first two, a nessage cane back within three hours
that the e-mails were undeliverable. Wth regard to the third
address -- Denni skinR6@otmil.com-- no nessage had cone back as
of the early norning of Septenber 11, 2000, either that the
nmessage was undeliverable or a response. This gave rise to an
I nference that the nmessage was delivered to the Hotmail e-nmai
addr ess.

Based on that inference, the governnent obtained a court
order for the production of records directed at Hotmail pursuant
to 18 U S.C. § 2703(d). Hotrmail records show that the account

"Denniskim26@hotmail.com" was opened by a person who gave his name as "John Farce."

In addition, the Hotmail information shows two e-mails received (in July and August
2002) from a person who I know based on the FBI electronic and physical surveillance of YAI is
a close acquaintance of YAL

14



in Beijing, PRC, rather than an e-mail address in North Korea,
was due to the extrenely limted availability of e-mail access in
North Korea. 1In this regard, | have seen results of online
research of publicly available news stories from 2001 that

i ndicate that only sonme high-ranking officials in Pyongyang,
North Korea, were believed to have |imted internet access

t hrough a communi cation network connected to China. |Indeed, a

story in The Washington Tines dated February 12, 2001, attributes

to a senior US mlitary official the statenent that the North
Korean | eader has access to the internet, "'but he's the only
one.""

22. | believe that YAI's current residence contains itens
that were previously kept in YAl's office and former residences.
| believe this based on the follow ng:

a. On February 23, 2001, an FBI Surveillance
Specialist went into YAl's hone in Ganada Hills on a pretext.
| nsi de, he observed a room set up as an office containing two
conput ers.

b. At no tinme during the visual surveillance of Yai,
whi ch took place primarily between Decenber 1995 and m d- 2001,
did 1l or the other FBI personnel ever see YAl go to a storage
facility. Nor to nmy recollection have | ever heard YAl refer to
a storage facility in any of the thousands of intercepted
conversations to which | have |istened.

c. For atine YAl operated a snack and sandw ch shop

in Santa Monica, California. | do not believe that the evidence
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sought by this search warrant was ever l|located in that shop.
visited the shop in April 2002, and observed that it is a small
operation, with approximtely 500 square feet of space open to
the public. Mreover, on January 27, 2003, | called the snack
shop and was told by the person | spoke with that YAl no |onger
wor ks t here.

d. On August 29, 2002, FBI Intelligence Research
Speci alist Ko went to YAl's snack shop in Santa Moni ca,
California. YAl initiated a conversation in the Korean | anguage
with Intelligence Research Specialist Ko, who did not identify
hersel f as an FBI enpl oyee. During the conversation, which took
pl ace in the snack shop, YAl stated the follow ng:

(i). H s true occupation is a witer; he wites
mai nly about political issues. He used to work as a reporter for
two maj or newspaper conpanies in South Korea before noving to the
United States. He does not submt any of his witing to the
newspaper anynore. He has a high stack of all the witings he
has done in the past saved at his hone.

(ii). He uses the internet often and sends e-
mails to others. He does not handwite anything anynore, or save
ot her docunents in paper form since he enters all his
correspondence including [sic] address books and phone nunbers in
his conmputer and saves themon the hard drive of his conputer
He can store whatever he wants in the conputer and retrieve it

W t hout probl em
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e. | expect that information show ng YAI's e-nail
comuni cations with the PRC will be found on the conputer hard
drive based, in part, on the follow ng:

(i). 1 have read a witing by Janes C. Smth,
Ph.D., FBI Conputer Scientist, dated July 15, 2002. That witing
states as foll ows:

(a). "Far nore information is retained on
conput er hard drives than nost people realize. Conputer
forensics specialists are, generally, aware that evidence may be
contained in conputer files and even previously del eted conputer
files. In addition, it is common know edge that conputer
evi dence can al so be recovered from anbi ent data storage,
particularly[] "file slack space,' 'swap areas' or 'virtual
menory storage' on hard drives. Due to the transparency of
anbi ent storage to the user, it is also nore difficult to
conpletely renove information than is generally thought. For
t hese reasons (and many nore), conputer forensics specialists can
often find evidence of, or even conpletely recover, |ost or
deleted information, even if it was intentionally deleted."

(b). "Based upon ny know edge, training, and
experience, and the experience of other |aw enforcenent personnel
wi th whom | have spoken, | am aware that forensic evidence
consisting of recoverable erased files, file fragnments, purged or
erased el ectronic comunications . . . purged directory entries
and ot her data may persist for periods exceedi ng one year

foll ow ng user action to delete, overwite, renove, or replace.”

17



(ii). On July 24, 2002, in ny presence, Dr. Smth
el aborated on his witten statenent by saying that although there
are many variables at work, based on his experience it was nore
|l i kely than not that such recoverable data would persist on a
conputer after a year and a half, even follow ng user action to
del ete, overwite, renove, or replace.

(iii). On August 22, 2002, FBI SAs Kamaeol R
Wng and Roger Y. Suey contacted YAl at his current place of
busi ness, the snack shop. | have |learned from SA Wng that,
posi ng as peopl e di scussing various conputer issues, he and SA
Suey elicited a statenment from YAl that the conputer system at
YAl 's residence was four years old -- purchased in the year 1999
-- and a statenent from YAl that he uses the e-nmail system

23. On April 8, 1998, | was anong a nunber of FBI agents
who conducted a covert physical search, pursuant to FlI SA court
authorization, at YAl's office. One of the itens found in that
search was a five-page docunent in the Korean |anguage. This

docunent was translated by FBI Intelligence Research Speciali st

Ko. It is entitled "Code Charts,"” and has two col unms, one
entitled "nmeaning" (or, literally, "base words") and one entitled
"code words" (or, literally, "substitution words").

a. Anong the base words or phrases listed on the code

chart are "the White House," "the State Departnent,” "the

Pent agon," "secret operation,” "mlitary,"” "human target,"”
"secret code," "covert surveillance," "top secret," "secret
contact,” "recruitnent,” "CIA " "FBI," "nuclear facility,"
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"mlitary exercise," and "Korea-US annual security neeting," and
"invasion."

b. The code chart lists the nanes "Wn," "Doe,"
"Adans, " and "Paul " as code words for "M. YAI." The chart also

lists multiple substitutions for the word "headquarters,"” nanely

"Chang," "Kang," "Peter," and "Janmes." Oher nanmes neaning
"headquarters” are crossed out -- nanely "Steve" and "Joseph." |
infer that the latter two nanes were code words for
"headquarters” used at an earlier tine.

c. Based on ny training and experience, | know that

peopl e involved in covert activities often communi cate by code,
and often change those code words after some period of tine.
I ndeed, the fact that this code chart contains words that are
crossed out and replaced indicates to nme that those code words
wer e updated at sone point. Based on ny reading of docunents in
this case, | believe that the use of certain code words set forth
on this particular list was discontinued at sone point or points
before April 2000. For exanple, faxes intercepted by the FBI
that were sent from YAI's hone in 1999 and 2000 are addressed to
various nanes in addition to those on the code chart, nanely "M.
Chi," "M . Jefferson,” "M. Robertson,” "M. Bill," "M. John,"
"M. Ch," "M. Ahn," "M. Shin," and "M. Kim"

d. Throughout this affidavit | will include in

brackets substitutions of code words taken fromthis code chart.

D. Payments from North Korea

Cash Discovered in December 1997: $3,300
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24. On Decenber 16, 1997, FBI agents including ne perforned
a covert physical search, pursuant to FISA court authorization,
at YAl's office. Anong the itens found during the search were 33
$100 dollar bills (U S. currency). That noney was found in an

envel ope that bore a handwitten notation in Korean reading:

"Enbassy in Beijing (Reception)
011-86-10-532-1186

M. Koo's tel ephone nunber

011-8610-6532-5792 (used al so as a fax nunber)"”

Cash Discovered in April 1998: Additional $8,500

The FBI's Discovery of the Money

25. In the covert physical search of YAI's office on
April 8, 1998, | found 85 $100 dollar bills (U S. currency) in
YAl 's desk in an envel ope bearing the printed address of "Hotel
Erzherzog Rai ner Wen, A-1041 GOsterreich.”™ | know that "Wen" is
the German | anguage nanme for "Vienna" and "Osterreich” is the
German | anguage nanme for "Austria." The searching agents found
anot her envel ope containing 15 $100 bills in U S. currency in a
file cabinet behind what agents believe was Person L's desk.
This was the sane envel ope that the agents found i n Decenber
1997, which is referred to in the previous paragraph.

YAI's April 1998 Trip to Vienna, Austria
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26. An incomng fax to YAl's office intercepted on March 9,
1998, is addressed to "M. Wn" [code for "YAI"]. It is from
"Peter Kang" ["Peter" and "Kang" are both code for
"headquarters”]. That fax stated, in part: "President ['conpany
president' is on the code chart as the substitution for 'Ki m Hak-
mn'] wants to have a neeting at M. Chi's conpany [code for
"Austria'] for one week (April 1 through April 4), thus he
requests that M. Doe [code for 'YAI'] make necessary reservation
and inform about the itinerary. . . . [/ | will let you know
| at er about the place of the neeting and the phone nunber you
will need.”

27. A credit card charge slip found in the covert search of
YAl 's office on April 8, 1998, shows a purchase using a visa
credit card in the nane of YOUNG YAl (YAl's wife). The purchase
was obviously of an airline ticket. The date of issue was March
14, 1998. The place of issue was Korea Travel International, Los
Angeles. In a box for "conplete routing,"” the followng is
witten: "LAX ATL/VIE/ JFK/LAX." (I determned froman airline
reference book that "VIE" is the airport code for Vienna,
Austria; | know from experience that "LAX" is the airport code
for Los Angeles International Airport.)

28. An incomng fax to YAl's office intercepted by FBI
el ectronic surveillance on March 15, 1998, was addressed to "M.
wn" [code for "YAI"]. That fax stated, in part: "I received
your itinerary fine. It would be preferable that M. Kang [code

for 'headquarters'] greet you, but in due concern for the health
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[code for 'safety'], we have decided not to. Thus, when you
arrive and settle in, call these |ocal nunmbers, 894-2311 or 894-
2313, and ask for Kim Chol -yong, and inform himof your

|l ocation.” Information froman FBI agent assigned to the Vienna
office of the FBI states that those two tel ephone nunbers are
nunbers for the North Korean Enbassy in Vienna, Austria, and
appear in public tel ephone directories.

29. There is a stanp in YAl's passport (a copy of which
passport was obtained by the USCS in April 2000) that, according
to the USCS Attaché in Vienna, Austria, shows that YAl departed a
railroad station in Austria on April 4, 1998.

30. The Decenber 16, 1997 and April 8, 1998 covert searches
took place in YAl's absence fromthe prem ses searched. Pursuant
to FI SA court authorization, no notice of the search was given to
YAl or anyone el se using the prem ses.

Cash Found by Customs Following YAI's April 2000 Trip

to the Czech Republic and Vienna: $18,179

The Planned Travel and Meeting with a North Korean

Representative
31. An incomng fax to YAl's office intercepted on April 6,
2000, stated in part: "[Als M. Ji doesn't have his famly at
his residence now, it is requested that you get a hotel upon
arrival at M. Ha's and call M. Kimat |ocal phone 2432 0783 or
fax 2431 8817 and informhimof the hotel name.” Information

froman FBI agent assigned to the FBI's office in Prague, Czech
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Republic, states that a docunment fromthe Mnistry of Foreign
Affairs of the Czech Republic lists those nunbers as being the
t el ephone and fax nunbers, respectively, for the enbassy of the
Denocrati c People's Republic of Korea (North Korea).

32. On April 11, 2000, FBI electronic surveillance
i ntercepted a tel ephone conversation between YAl's wi fe SUSAN YAI
and the YAlI's' daughter. SUSAN YAl told her daughter that she,
SUSAN YAl , was going to Prague for three days and Austria for
four days. SUSAN YAl said that she would be on tour with YAl.
YAl got on the tel ephone with his daughter and stated that he and
SUSAN YAl woul d be going to Vienna and Prague for a silver
anniversary trip and that he, YA, would "be attending a neeting
there.” YAl said he would give his daughter some noney when he
returned fromhis trip.

The Currency Importation

33. | have read a report from USCS Senior SA Kelley MS.
W son, which indicated as foll ows:

a. On April 30, 2000, YAl and his w fe SUSAN YA
entered the United States at Los Angeles International Airport
aboard a Swissair flight from Zurich, Switzerland. SUSAN YAI
submtted a Custons Decl aration Form (Form 6059B) that stated
that they were not carrying over $10, 000.

b. YAl and SUSAN YAl were questioned by USCS | nspector
Par ker, who expl ai ned the Form 6059B reporting requirenments to

YAl and SUSAN YAI .
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c. Custons exam nation of YAl and SUSAN YAl discl osed
that they were carrying $18,179 in United States currency.
d. This noney was seized except for $79, which was
returned to the YAls for i medi ate expenses.
34. | have read a statenent by Custons |nspector Robert
Par ker, USCS, relating to the arrival of YAl and SUSAN YAl on
April 30, 2000. The report includes the follow ng information:
a. "I asked [YAI] . . . if he had nore than $10, 000.
The response from|[YAI] was no | do not have nore than $10, 000.
The sane question was asked to [ SUSAN YAI]. Her answer was no.
"l do not have nore than ten thousand dollars.' | then asked MR
and MRS. YAl do you have nore than ten thousand doll ars between
the both of you. Both MR and MRS. YAl responded . . . 'No we do
not have nore than $10, 000 dol |l ars the answer was still no.'
Again, | asked MR YAl and MRS. YAl that if they were [sic] any
cash, travel ers check, stock or bonds in excess of ten thousand
dollars. The answer again was no. On four (4) separate
occasions, the [Custons Fornm 6059B requirenents were explai ned
to pax [the passengers]. Both stated they understood the
declaration requirenents. It was also explained to the pax that
if nmore than $10,000 is either being brought into or taken
out of the U S. in foreign or U S. currency, travelers check or
nonetary instrunents, it nust be reported and a [ Custons Fornj

4790 nust be filed with U S. Custons.”
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b. "[YAI] was taken for a patdown, exam nation
reveal ed that [YAI] had on [sic] his shirt pocket $8,500, in one
hundred dollar bills and $68 in his wallet."

c. The report includes a statenment of Custons
I nspector Aliipule, which includes the followi ng: "An
exam nation of the passenger's [SUSAN YAl's] handbag reveal ed
$8, 700 (87 x 100 USD) stored in passenger's sun glass case
hol der. The renai ning $911. 00 USD was found inside the
passenger's wallet. Total funds verified on passenger anounted
to $9611.00 USD."

35. | have seen a copy of the Custons Declaration, Form
6059B, dated by Custons April 30, 2000. The instruction at the
begi nning of the formsays: "Each arriving traveler or
responsi ble fam |y menber nust provide the follow ng information
(only ONE witten declaration per famly is required)."” Question
12 of the formsays: "I am (we are) carrying currency or
nonetary instrunments over $10,000 U.S., or foreign equivalent."
The box for "No" is checked next to that question. The formis
si gned SUSAN YAl and bears the handwitten date "4/30/00."

36. | have seen a copy of a Custonms Form 4609 signed by
SUSAN YAl and dated April 30, 2000. The formsays: "I petition
for the release of the seized above-described nerchandi se and for
relief fromthe personal penalty incurred because of the
followng mtigating circunstances.” Below that, SUSAN YAl has

handwitten: "I m sunderstand the currency report + nade a
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m stake. Qur understandi ng was over $10,000- per person should
be reported. W apol ogize for our m sunderstanding."”

The Telling of the False Story

37. YAl also submtted to Custons a letter dated May 18,
2000, which has a "received" stanp dated May 31, 2000, and states
in part:

This is a petition for relief fromforfeiture of the
sei zed noney for $18, 100 regardi ng above reference case
No. Moneys are carried by ourselves when | and ny wife
departed Los Angeles to Vienna, Austria on April 22,

2000 for our 25th weddi ng anniversary cel ebration trip.

W saved cash for this special occasion for 3-4 years.

Al so our children gave sonme noneys for anniversary

gift.

We intended to purchase sone fine jewelry and watches
in Europe or airport duty free shop. But we could not
find anything we wanted to purchase . . . . That's why
we brought back npst our noneys when we returned homne
on April 30, 2000. W m sunderstood the currency
reporting system because of our |ack of know edge and
first tinme we carried |arge anmount of cash during our
life time.

38. On August 8, 2000, YAl and SUSAN YAl were interviewed
at the offices of the USCS in Los Angeles. Present at the
interview were Senior SA WIlson and two other SAs of the USCS

One of the SAs -- Senior SA Peter Kwon -- was fluent in the
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Korean | anguage and transl ated when necessary. Both YAl and
SUSAN YAl were advised that the interview was an offici al
proceeding and that it was inportant to be conplete and accurate
in all statenments and subm ssions. SUSAN YAl was shown a copy of
18 U.S.C. §8 1001 (False statements or entries). She read the
statute al oud and said she understood it. The SA who spoke
Korean translated the statute for YA, who said he understood it.
The foll owi ng occurred:

a. SUSAN YAl was shown a copy of the Custons
decl arati on Form 6059B and stated that she recognized it as the
one she submtted on April 30, 2000, acknow edgi ng that the
signature on the formwas hers and that she had filled out the
form

b. SUSAN YAl stated that she and her husband had been
saving cash for the trip and they had each taken out $10,000 in
currency with them She stated that they did not know of the
currency reporting requirenents, they did not see any of the
advi sory signs, and no one advised themof the filing
requi renents. She said that she m sunderstood the question on
the formand believed that it was $10, 000 per person.

c. YAl said he did not understand the currency
reporting requirenents.

d. SUSAN YAl stated that the source of the funds was
froma conbination of the follow ng: a bonus fromthe bank, a
state incone tax refund check, a federal inconme tax refund check,

sal es of stock, noney fromtheir son, and cash gifts received by
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Yai from Anericans involved in the adoption of Korean children,
in connection with his duties at the Korean American Cul tural
Associ at i on.

e. SUSAN YAl was shown a copy of the petition for
relief fromthe seizure of their currency that she had submtted
to Custons. The petition was unsigned at the tinme it was filed
and SUSAN YAl signed it at the interview

39. On August 10, 2000, YAl and SUSAN YAl went to the USCS
office in Long Beach, California and signed decl arations
concerning the noney. The declarations were prepared by USCS SA
W | son.

a. YAl's declaration, which YAl signed, stated in
pertinent part as foll ows:

I, Joung Yai, who after being duly sworn states the
fol | ow ng:

| have been in the United States for 25 years, | am
a United States Citizen, and was naturalized in 1981 or
1982. | have not received any formal education in the
United States.

* ok ox %

My wife, Susan, and | traveled to Vienna, Austria
for an eight day vacation on the occasion of our
twenty-fifth wedding anniversary. M wfe and | had
been saving noney for the vacation.

When we departed the United States we each had

$10,000 in United States currency on our persons. M
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wife and | did not submt a currency declaration form
at the time of our departure. We did not know of the
currency reporting requirenents, did not see any of the
advi sory signs, nor did anyone advise us of the filing
requirenents.

On returning to the United States ny w fe prepared
and signed our Custons Declarati on Form (FORM 6059B)
In filling out the form she marked NO to Question 12 -
"I am (We are) carrying currency or nonetary
i nstruments over $10,000 U.S., or foreign equivalent."
W m sunderstood the question and believed that it was
$10, 000 per person. . . . Wen | was asked by the
Custons | nspector if we were carrying over $10, 000, |
answered no because | thought it was $10,000 each. |
did not understand the currency reporting requirenents.

| have submtted a petition for relief of the
sei zure of the currency, which | submtted to Custons.
Attached to the petition are copies of supporting
docunents reflecting the source of the currency.
* ok ox %

The source of the funds was from a conbi nation of
per sonal savi ngs:

[listing sources and anount s]

* ok ox %
THE CONTENTS OF THI S STATEMENT ARE TRUE AND CORRECT TO
THE BEST OF MY KNOW.EDGE AND BELI| EF
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b. SUSAN YAI's declaration, which she signed, stated

in pertinent part as follows:

I, Susan YAI, who after being duly sworn state the
fol | ow ng:

| emigrated to the United States in 1977. | ama
United States citizen and was naturalized in
approximately 1984. . . . | have been enpl oyed by the
Hanm Bank, in Los Angeles, since 1986. About a year
ago | was pronoted to Vice President and Branch Manager
of the Md AQynpic Ofice. In nmy capacity as branch
manager | amfamliar with the filing requirenents for
cash transacti ons exceeding $10,000. | amal so
famliar with techni ques used to avoid the reporting
requi renents, such as nmultiple transactions bel ow the
reporting anmount, and the need to report these
suspi ci ous transacti ons.

On April 30, 2000, ny husband and | entered the
United States at Los Angel es International Airport
aboard Swissair Flight SR 106 from Zurich. | prepared
and subm tted our Custons Decl aration Form ( FORM
6059B). In filling out the form | marked NOto
Question 12 - "I am (W are) carrying currency or
nonetary instruments over $10,000 U.S., or foreign
equivalent.” | msunderstood the question and believed
that it was $10, 000 per person. . . . When | was

asked by the Custons Inspectors if we were carrying
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over $10,000, | answered no because | thought it was
$10, 000 each.

| have been shown a copy of the Custons
Decl arati on Form (FORM 6059B) and it is a copy of the
formthat | submtted upon our arrival at LAX on
April 30, 2000. | recognize the signature as m ne.

The purpose of our trip was a vacation for our
twenty-fifth weddi ng anniversary. W traveled to
Vi enna, Austria . . . . One day we traveled to Prague.

My husband and | had been saving cash for the
trip and we had each taken out $10,000 in currency wth
us when we departed the United States. W did not file
a report when we departed. W did not know of the
currency reporting requirenents, did not see any of the
advi sory signs, nor did anyone advise us of the filing
requirenents.

We had taken this |arge amount of currency with us
to purchase jewelry for future nmarriages of our
children. W found that the jewelry selections were
fewer in Europe, and the prices were just as expensive
as in the United States. So we brought the currency
back to the United States. W did not use traveler's
checks because they are expensive and it is nore
convenient to carry cash

The source of the funds was from a conbi nation of

per sonal savi ngs:
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[listing sources and anount s]
* * * %

THE CONTENTS OF THI S STATEMENT ARE TRUE AND
CORRECT TO THE BEST OF MY KNOWLEDGE AND BELI EF.

The Contrivance of the False Story

40. On May 17, 2000, FBI electronic surveillance
intercepted a tel ephone conversation between YAl and SUSAN YAI .
YAl received the call at his honme in Ganada Hlls, California.
In part, the conversation went as foll ows:

SUSAN YAl (SY): |If you have to nmake an appoi nt nent, when

can you go?

YAl : Ah, tonorrow, the day after tonorrow?

SY: The day after tonorrow is Friday, right?

YAl : That is right.

* ok ok %

SY: Wy don't you ask the travel agency where we purchased

the ticket . . . . Do not ask them specifically about this

matter, but ask themif we are supposed to report to soneone

if we carry nore than $10,000 in cash out of the airport.
Ask themthat. . . . |If they tell us we do not have

to report to anyone, then all we have to say is we carried

t he noney out of here.

YAI: | understand. | wll ask them

41. Also on May 17, 2000, inmediately after the

conversation described in the previous paragraph, FBlI electronic

32



surveillance intercepted a tel ephone conversation involving YA,
which, in part, went as follows:

YAl : | purchased a ticket fromthere a while ago

and . . . . am| supposed to report to anyone if | carry

nore than $10,000 when | |eave the airport?

UNI DENTI FI ED FEMALE: W do not know about the nopney issue,

but as far as | know, you are supposed to report when it is

over $10, 000.

* % k%

YAl : | know you are supposed to report when you arrive, but

| amnot sure if you are supposed to report up to $10, 000

when you go out

UNI DENTI FI ED FEMALE: Well, | am not sure either

42. Al'so on May 17, 2000, imediately after the
conversation described in the previous paragraph, FBlI electronic
surveillance intercepted a tel ephone conversation involving YA,
I n which YAl asked anot her person whether he was supposed to
report carrying nore than $10, 000 when he | eaves the airport.
The unidentified female to whom YAl spoke checked with soneone
el se and then told YAl that it was not clear and suggested that
he call KAL (Korean Airlines).

43. Also on May 17, 2000, inmmediately after the
conversation described in the previous paragraph -- and begi nni ng
six mnutes after YAl's first conversation with his wfe
descri bed in paragraph 40 -- FBI electronic surveillance

I ntercepted anot her tel ephone conversation between YAl and his
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wife. YAl was still at his home in Ganada Hills. The
conversation went in part as follows:
YAl : According to the travel agency, we do not have to
report to anyone if one person carries up to $10, 000.
SUSAN YAl (SY): Um Wat about nore than that?
YAl : For nore than that, it is better to report, but nost
peopl e do not report when they | eave they say.
SY:  Um
YAl: Yes. So, | think it is okay to tell themwe carried

t he noney out of here.

SY:  Um

YAl : | think it is better to say we carried the noney out
of here to buy sonmething . . . but just brought the noney
back.

SY: Um | understand.

YAl :  Ckay.

44, On July 24, 2000, FBI electronic surveillance
I ntercepted a tel ephone conversation between YAl and SUSAN YAl .
YAl was at his honme in Ganada Hills. YA and SUSAN YAI
di scussed whet her they should go to Custons together. The
foll om ng conversation ensued:
SUSAN YAl (SY): [I]f I go they may ask ne what | am
YAl :  Yes.
SY: If | say | ama branch nmanager of a bank, and telling
them| didn't know about those things does not

YAl : Yes.
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SY: Make any sense.

YAl : Shall | then go by nysel f?
SY: Well, | believe you're saying you didn't know .
YAl :  Yes.

SY: Sonething to that effect

YAl :  Yes.

SY: Just tell a story.

YAl :  Just took the noney out and brought it back.
SY: Yes.

E. YATI's Recruitment of Person C as an Agent

45. In the covert physical search of YAl's office on
Decenber 16, 1997, the FBlI found a piece of typewitten
correspondence dated Novenber 25, 1997, addressed to "M . Wn"
[code for "YAI"]. It was fromPeter Kang ["Peter"” and "Kang" are
bot h code for "headquarters”]. The correspondence included the
statenment, "it would be preferable that you find a student inside
the church [code for 'Washington' (D.C.)].™

46. On March 12, 1998, FBI electronic surveillance
intercepted a fax sent from YAl's office to a tel ephone nunber in
Beijing, nanely, the -5792 nunber. The fax was addressed to "M.

Peter" [code for "headquarters”]. The fax stated in part:

7 The code chart says simply "Washington" but clearly means Washington, D.C. This
conclusion is not only logical based on the context of this and other conversations but is further
demonstrated by the fact that at an earlier point in this particular typewritten correspondence the
Korean words for "capital city's church" appear, and over the word "church" is handwritten the
word "Washington" in Korean.

35



How are you, Professor Robert? M. Wn's [code for
"YAl's"] very basic condition for recruiting a student
I's looking out for the future and that person could
take over M. Wn's [code for "YAl's"] business.
have worked on it for a long tine and angui shed over
it. There are two or three persons whom | have been
working on for while. In M. Wn's [code for "YAl's"]
opi nion, the person has to possess a high quality
presence; at |east or higher than a U S. university
education, absolutely fluent in English and Korean,
young with clear ideology, and has potential to work in
the church [code for "Washington" (D.C.)].

It was M. Wn's [code for "YAI's"] plan to find a
person who has those qualities, and once the person is
found, Won [code for "YAI"] will introduce the person
to Professor Robert and have him give the person
training, so that person can do our business. . . . |
have successfully found an excellent, young high
qual ity person who | acks nothing for becom ng a student
who has potential for a |ong range plan.

47. On March 14, 1998, FBI el ectronic surveill ance

intercepted a fax sent from YAl's office to the -5792 nunber.

was the case with the March 12 fax, the March 14 fax was
addressed to "M . Janmes" [code for "headquarters"]. It was

signed "From Adans" [code for "YAI"]. It stated in part:
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The effort to effectively turn student C, who | told
you about yesterday, into a trusted brother is

continuing, and the prospects are good. That is why I

am spending a lot of tine on this. | have not given

hi m any projects on the mi ssionary work yet. | believe

it is better to have the pastor give himthe bl essing

hi nsel f, and then give himdirections.

Starting in April, it is hot season to travel, and

so airline seats are limted. Airfares have becomne

expensive too. That is why | requested the neeting

sonetinme in February or March. . . . [T]he schedule is

as follows. |If pastor Peter ["Peter" is code for

"headquarters”] can conme to greet himon that day, that

will be very hel pful.

48. On March 16, 1998, FBI electronic surveillance
intercepted a fax sent fromYAl's office to the -5792 nunber.
The fax was addressed to "M . Chang" [code for "headquarters"]
It began, "I would like to give you nore information about ny new
student.” It named Person C, born in Seoul in 1969. It stated:
"l believe that [Person C] can be a good candi date since our
future workers should be able to speak English well, use
conputers efficiently, be young and their ideology is beneficial
and reliable to our causes.” The fax continued: "I would |ike
to request to you M. Chang [code for 'headquarters'] that you
neet with [Person C] as soon as you can. [Person C] agreed that

he woul d travel there whenever he can. Since [Person C] has to
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use his vacation time for his travel, it would be better if you
| et us know when he needs to travel." The fax was "From Wn"
[code for "YAI"].

49. In the covert search of YAl's office on April 8, 1998,
searching agents found three pages of handwitten notes in Korean
witing. In a portion entitled "Things to Di scuss,” the notes
say: "To turn student Cinto a brother,"” and i ndented under
that, "Possibility of visiting headquarters office."?®

50. On May 16, 1998, the hidden mcrophone in YAI's office
pi cked up a conversation between YAl and Person L that included
the foll ow ng:

YAl : The long termplan is to hook him|[Person C up

with his friends in Washington, D.C. who are going to

school there.

* ok k%

PERSON L: Is there any possibility that he can get a

job in Washington as a reporter?

YAl : Historically, for spies, if the head | eaders

fall, everyone falls also.

51. On May 25, 1998, FBI electronic surveillance

intercepted a conversation between YAl and Person C. In that

¥ I conclude that these handwritten notes very likely were made by YAI. They were
found in YAI's office, which he shares only with Person L. Although I am not a handwriting
expert and this document has not been examined by one, the Korean language handwriting
appears to me to be written by the same person as other Korean language writing that I know or
have strong reason to believe was written by YAI In addition, the subject matter indicates that
the notes were written by YAI
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conversation, YAl asked Person C what his birthday is, when he
canme to the United States, whether he graduated from junior high
school in Korea, whether he was attending a conputer school right
now, and other questions. YAl stated: "I received a request to
get nore information about you, that is why | am asking you these
guestions.” YAl further stated: "I rmade a reservation for the
12th. It is very inportant that you keep this date. Do not
forget. You cannot miss this date.”

52. Later on May 25, 1998, FBI el ectronic surveillance
intercepted a fax sent from YAl's office to the -5792 nunber.
The fax was addressed to "Respectable M. Chang" [code for
"headquarters']. It provided personal data for "C, " including
his name (the nanme of Person C). It further stated in part:

Cis a bilingual person that is absolutely needed for

our business. . . . He is an ideal candidate for

recrui tnment who cones with good conputer skills that is

vital for today's living and has credentials of a

reporter -- a big plus. Also he is unmarried, which

nmeans he can provide an opportunity to do business in

the church [code for "Washington" (D.C.)] down the road

and he has a nunber of old friends who work in the

church [code for "Washington" (D.C.)]. . . . You wll

be receiving photos and the vacation [code for

"visiting honeland"] date via a friend soon.

53. On May 26, 1998, FBI electronic surveillance

I ntercepted a tel ephone call between YAl and China Vision, a
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travel agency. |In the English |anguage conversation, YAl said he
needed to nmake a reservation for Person C for travel to Beijing
on July 12 wwth a return to Los Angel es on July 19.

54. On June 10, 1998, FBI electronic surveillance
intercepted a fax sent from YAl's office to the -5792 nunber.
The fax was addressed "To: Respectable M. Chang [code for
"headquarters'].” It stated in part: "The following is the post
Kimdinton sunmt news conference and it is from Student C. The
content is already revealed to the public, I amsending it since
it came fromC and the inportant point is to prove that Cis now

working for us. / It is only a basic elenentary activity by C

but I firmy believe that it will change after his neeting with
you, M. Chang [code for 'headquarters']. Here is a man waiting
to be our man -- please encourage himand guide himto be self-

confident and to be proud when you neet him"

55. On July 20, 1998, FBI electronic surveill ance
intercepted a fax sent from YAl's office to the -5792 nunber.
The fax was addressed "To M. Chang [code for 'headquarters']."
It stated in part:

Al though it was a short trip, disciple C cane back from

his sunmer vacation [code for "visiting honel and"]

yesterday. | received the letter you sent through him
| picked himup fromthe airport

He indicated it was a val uabl e experience, although
a nervous one. Disciple believes he had a precious

experience at M. Kims. It was obvious that he had a
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new outlook in life. . . . He also nentioned that he

net with the deputy director and had a long talk with

him . . . Disciple will do his job well

| think you can trust disciple C. . . . He

expressed in several versions how he is so eager to

give every bit of efforts for the revolutionary cause.

| amthinking that he should have a nore rel axi ng and

| onger vacation [code for "visiting honel and"] next

year. . . . It may not be possible for himto engage

in high level work, but with his conpetence and under

the circunstances, he will do a fine job.

56. On Decenber 21, 1998, FBI electronic surveillance
i ntercepted a tel ephone conversation in which YAl told Person C
t hat he was thinking about dropping by and | eaving "sonet hi ng"
with Person C. YAl added: "I will leave it at your office, so
pl ease take it with you and take care of it for ne. OK ?"

57. On May 13, 1999, FBI electronic surveillance
I ntercepted a tel ephone conversati on between YAl and Person C
That conversation included the foll ow ng:

a. YAl asked Person Cif he ordered the airline
ti ckets and Person C said yes.
b. YAl said: "I got aletter fromthem and | told

them that everything is going well. | told themthat the plan
for the summer vacation [code for 'visiting honeland'] is right

on schedul e.”

41



c. YAl said: "I wll tell you about the contact
person and how to nake arrangenent to visit places.”

F. YAI's Handling of Person L as an Agent

YAI and Person L Discuss Person L's Obtaining a

Government Job and Traveling to Korea

58. On April 1, 1998, FBI electronic surveillance
intercepted a tel ephone conversation between YAl and Person L in
whi ch Person L stated that she is in training right now. Person
L stated, "They investigate Wl fare Frauds, those husbands who
ran away w thout paying child support and so on."™ Later in the
conversation, YAl said, "Then you will not be able to nmake the
trip this year, right?" | believe this refers to a trip to the
PRC and/or North Korea. Shortly thereafter, YAl stated that he
has to pack and suggested that he and Person L neet after he gets
back fromhis trip, YAl said he is comng back the night of the
seventh. The follow ng conversation also took place:

YAl: | wote a letter already telling themthat you got a
job with the county District Attorney's Ofice . . . and .

PERSON L: Stop tal king about it.

YAl: | wote themthat | wll tell themnore about it when
| get there.
PERSON L: | understand. Have a good trip.

59. Later that sanme day, April 1, 1998, FBI electronic
surveillance intercepted a tel ephone conversation between YAl and

Person L, which included the follow ng:
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a. Person L said that she was "not fully hired yet"
and "they will have to conduct a two-nonth background check.™

b. Person L said: "Do not tell anyone as if | am
hired. Just tell themthat | amreceiving training right now,
and there are some nore checks that need to be done. Tell them
it will take about two nonths."” [Affiant's note: | believe that
by the term"them" Person L is referring to the North Korean
officials that YAl is about to meet with on his trip.]

c. Person L said that she thinks the job is a very
good one but says she "should not nake any tel ephone calls from
wor k" because she thinks "they are all recorded.” YAl agreed:
"Yes. They are recorded.” Person L goes on to say that security
is very tight.

d. Person L said that sone people who applied to her
of fice have also applied to the FBI. She adds: "They will work
here and they will try to go over to the FBI, since it is simlar
I nvestigative organization.”" YAl and Person L discuss the
simlarity between her office and the FBI

e. Person L wished YAl a good trip.

60. In the covert search of YAl's office on April 8, 1998,

searchi ng agents found three pages of handwitten notes in Korean

witing. In a portion entitled "Things to D scuss," the notes
list: "Caran's current situation,” with the word "Caran" witten
in English. | note that "Karen" is a code word for Person L,
according to the code chart. Indented underneath that entry is
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the phrase "Getting a job at California District Attorney's
Ofice."”

61. On April 18, 1998, the covert mcrophone in YAl's
of fice picked up a conversation between YAl and Person L. The
foll owi ng occurred in that conversation:

a. YAl and Person L di scussed when Person L could

travel, in order, in Person L's words, "to talk to them" YA
said: "They said any tine is fine within the next 2 to 3
nonths." Because of the constraints of Person L's work, they

di scussed how Person L could travel to China and back over a

t hree-day weekend. YAl told Person L to call the travel agency
and find out about flying to Japan on Friday night and then to
China the follow ng day. Person L suggested postponing the trip
to October, and says, "I can go there in October this year and in
April next year."

b. Person L stated that sonmeone at work told her to
fill out an application for the FBI at the federal building and
that she "will get hired within a year." Person L el aborated:
"They need Chi nese speakers and people |like ne who can speak
Korean. | heard people wait up to five years to be hired by the
federal government. So | think I should apply to places in
Washi ngton, D.C. as soon as possible.” YAl asked about the need
to speak good English, and the follow ng conversation took place:

PERSON L: | aman alien. | speak the poorest English.

| found out there is a position available for a Korean

speaker to work at the Library of Congress. They need
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sonmeone to research for the Korean gang and crine
probl em and stuff. That is about the only position
can think of wwth the federal governnent that | can get
hired soon. They nust need someone who can be in
charge of Korean books and stuff.

The office | amworking for right nowis a | aw
enforcenent office. So | heard it is very easy for ne
to get hired by another |aw enforcenent agency |ater
on.

Honey, you do not think they would |ike for ne to
pursue a career in |law enforcenent, right? Maybe they
will like me to work in a library.

Do they like it? Does M. Koo’ like the fact that
| got hired?

YAl : He said that is good.
PERSON L: They said it is good?
YAI: It is a good stable job.
62. On May 16, 1998, the covert mcrophone in YAI's office
pi cked up a conversation between YAl and Person L. Person L
stated that she is sure she can get a job sonewhere el se "after

this" -- if nothing else then at a bank, but maybe at the

? The reader should recall that Koo was mentioned in a handwritten notation in the
Korean language on an envelope containing $100 bills that was found in the covert search of
Y Al's office on April 8, 1998. The first line of the document stated "Embassy in Beijing." The
next line contained a telephone number in Beijing and the same number that was written on the
envelope containing 15 $100 bills that was found in the office in that same search. The next line
says "Mr. Koo's telephone number." The next line contains the -5792 number followed by the
notation, in parentheses, "used also as a fax number."
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Department of Heal th and Human Services in Washington, D. C,
noting that "people are nore concerned with donestic problens
these days." She said "maybe | can work for or run into sone
politicians if I work in Washington, D.C." Person L said "I
think INS and FBI will be very difficult to get in since they do
a very tough background investigation.”™ YAl replied, "No, just
| ook for a donestic job."
63. On May 19, 1999, FBI electronic surveillance
i ntercepted a tel ephone conversati on between YAl and Person L.
The followi ng are excerpts of that conversation:
PERSON L: | sent the communication to | et them know that |
wi |l be | eaving on Sunday as schedul ed.
* ok ox %
PERSON L: We received a letter letting us know that they
got the information | sent about a nonth ago about ny
travel, right?
YAl : No, that is not what they said. They said they would

like to receive sinple information one nore tinme about the

travel

PERSON L: . . . . Are you saying they did not receive ny
letter?

YAl : | know. It is strange. | think there is a problem

* * % *

YAl: . . . . So why don't you call themtonight . . . Wy
don't you call Ms. Koo and | et her know that you are

| eaving on the 30t h.
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PERSON L: | cannot call tonight because nmy nother will be
t here.

* ok ox %

PERSON L: | wonder if they did not |let the people in China
know that they received the letter.

YAl : | amnot sure. Just call them again

PERSON L: | understand. You don't think I need to send

t hem another letter?

YAl : No, just call themand let them know that you wll
call them when you arrive there on the 30th and check into a
hot el .

Additional Information about Person L's Efforts to Get

a Government Job

64. On August 25, 1997, FBI electronic surveillance
intercepted a tel ephone call from Person L to an unknown
government agency. The conversation took place in English. The
person at the governnent agency told Person L: "These are
government jobs in governnent offices. . . . Everything from
entry level to advanced positions are currently available."
Person L stated that she was preparing for the civil service
exam

65. On Cctober 6, 1997, FBI electronic surveillance
intercepted a tel ephone conversation between YAl and Person L
Person L stated: "I had an interview with the court today."
Person L noted that it was not a full tinme job and paid "a | ot

| ess nmoney" -- not nore than $1,000 a nmonth. Person L asked YAI
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I f she should take the job if she got it, even though it was |ess
noney. Person L said: "Even if it is a tenporary job for a
year, | think it is better to work at the courthouse.” YA
replied that he did not think it nade any difference, and said
"[y]ou see the internet over there and everything."

66. On January 22, 1998, FBI electronic surveillance
i ntercepted a tel ephone conversation between YAl and Person L, in
which Person L told YAl that she would not be able to cone over
for lunch because she had to go to the Los Angeles District
Attorney's office to take a test to be hired as a clerk.

67. On March 9, 1998, FBI electronic surveillance
i ntercepted a tel ephone call fromPerson L to the Los Angel es
Muni ci pal Court in which she discussed her application for a
Deputy Municipal Court Cerk position.

68. On March 26, 1998, FBI electronic surveillance
i ntercepted a tel ephone conversati on between YAl and Person L in
whi ch Person L stated that she m ght hear sonething fromthe INS
very soon and then asked YAl, "Do you think I should just go
there?" Later in the conversation YAl asked, "Is this the State
Attorney's Ofice?" Person L replied, "No. It is County
District Attorney's Ofice. They do civil matters such as famly
| aw cases. They are famly support unit." YAl replied, "That is
O K" Later in the conversation, Person L speaks of going to

work there but finding sonething else, and says, "For exanpl e,
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the Census information that the Departnent of Conmerce has is

very good information."*

G. YAI Is Tasked by North Korea to Obtain Information that Is

Not in the Public Domain, Including "Top Secret" Information

69. FBI electronic surveillance intercepted various faxes
sent to YAI's office that tasked YAl with obtaining information
not in the public domain, including "top secret” information.
These are as foll ows:

a. May 5, 1997, fax to YAI’s office. The fax was

addressed to "M . Doe" [code for "YAI"]. It stated in part:

"The conpany president [code for "KimHak-Mn'] . . . has pointed
out that M. Doe [code for 'YAI'] has nade too nmany proposals
about nedicine [code for 'source,' in the sense of 'basis of
information'] that is already well known, and the types of goods
are not varied enough. He said it would be better to propose

several newer good nedicines' that are a little nore interesting

' On a date in August 2002, Person L was seen by FBI surveillance in Alexandria,
Virginia, exiting the apartment complex in which she lived and getting into a car bearing
diplomatic license plates registered to a diplomatic agent attached to the Embassy of the
Republic of Korea (South Korea) in Washington, D.C. With Person L as a passenger, the car
was driven to the parking lot of a store in Falls Church, Virginia. On a date in June 2002, that
same car had been observed by FBI surveillance outside the apartment complex in which Person
L lived, and two unknown females had been seen exiting the apartment complex and getting into
the car. I mention this not to support probable cause but out of an abundance of caution. It is
difficult to say what inferences can be drawn from these facts.

" According to the code list found in the covert search in 1998, "good medicine" means
"financial resources." This substitution does not make sense, however, in the context of this fax.
I infer, therefore, that either this is some kind of an error or the meaning of these coded words
was different at the time this particular fax was sent.
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[ code for 'undisclosed (not sold to public)'] and i nexpensive
[code for '"top secret']."

b. July 23, 1997, fax to YAI’s office. The fax was

addressed to "M Wn" [code for "YAI"]. It stated in part: "The
reports have been generally acceptable, but the president

[' conmpany president' is on the code chart as the substitution for
"Kim Hak-mn'] requests that as was nentioned during the signing
of the contract [code for 'report'?*], maintain a good
relationship with your friends. And it is inportant to work on
nmedi cal proposals that are not known. Another inportant thing is
to send all future correspondences, suggestions and applications
[code for '"letters'], etc. to M. Yoo s residence [code for '
China (Beijing)'] because of the poor business conditions at M.
Ha’'s hone [code for 'Shenyang, China']." The fax was signed
"Peter Kang" ["Peter" and "Kang" are both code for
"headquarters"].

C. January 13, 1998, fax to YAI’s office. The fax was

addressed to "M. Wn" [code for "YAI"]. It stated in part:

"Qur conpany president [code for 'KimHak-mn'] requests that M.
Doe [code for 'YAI'] provide us with information regarding the
new presi dent of the South conpany, future plans, situations with

the new agreenents, prospect of the new president's relationship

2 The word "report" does not make sense in this context. I believe this is another
instance of some kind of discrepancy.
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with M. Chang's conpany ['Chang' is code for 'headquarters'],
and the pay rate of the secret service personnel during the
February birthday celebration.”™ The fax continued: "It was
suggested that the itens might not be accepted unless the itens
wer e i nexpensive [code for '"top secret'], interesting [code for
"undi scl osed (not sold to public)'], and have a |l ot of variety."

d. February 17, 1998, fax to YAI’s office. The fax

was addressed to "M. Wn" [code for "YAI"]. It stated in part:
"I would appreciate it if you do not under any circunstances work
on nedi cal proposals that are wi dely known and public, but rather
focus solely on inexpensive [code for "top secret'] and
interesting [code for 'undisclosed (not sold to public)'] itens."
The fax was signed "Peter Kang" ["Peter" and "Kang" are both code
for "headquarters"].

e. May 14, 1998, fax to YAI’s office. The fax was

addressed to "M . Doe" [code for "YAI"]. It stated in part:
"Recently, the quality of proposals has inproved, however, please
pay nore attention to nedicines [code for 'sources,' in the sense
of bases of information] that are not well known at M. Kook’s
conpany ['M. Kook’s residence' is code for 'the United
States']." The fax was signed "Peter Kang" ["Peter"” and "Kang"
are both code for "headquarters"].

70. On April 18, 1998, less than two weeks after YAl's
return froma trip to Europe, FBI electronic surveillance
i ntercepted a conversation between YAl and Person L in their

of fice, which included the foll ow ng:
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YAl : | heard that things they receive need to be approved
by the people in the communication unit. They have to
approve them before they submt themto upper people.

They used to have soneone in Pyongyang who woul d
determ ne that, but now they told ne they increased the
nunber of people in the analytical section. They are the
ones who review the stuff and determne if they are new
i nformati on or not.

What they are saying is that even if they do not see
themin Beijing, they mght see themin North Korea.

YAl : Before they would just send everything up. But
now, there are people who analyze the itens and they woul d
only submt the ones that they feel are new itens they have
not seen before.

That is why they told nme not to send anything that is
al ready publicly disclosed, but (pause) even if they are
di scl osed, things that people do not get to read.

YAl : They are | ooking for things that are not public.
They want about 100 or 150 reports a year. | finished about
160 | ast year.

YAl : O about 100 of them about 40% get subm tted.
They told nme two of your reports got submtted recently.

PERSON L: Just two?
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YAl : | nean recently.

* % k%

YAl : Just submt once a week.

71. In the covert search of YAl's office on April 8, 1998,
searching agents found three pages of handwitten notes in Korean
writing, nentioned earlier. That witing says, in part: "Do not
send anything that has been reveal ed in the newspaper or radio.
(Engage in a |l ot of conversation with people above [connoting
peopl e of a higher rank], and things that we do not see in

honel and. ). "

H. Travel to North Korea and/or the PRC by YAI, Person L, and

Person C

Travel to North Korea Is Highly Restricted

72. | have seen a print-out dated May 21, 2002 fromthe
U S. State Departnment website, travel.state.gov/nkorea. That
website contains the follow ng information:

a. "Tourismin North Korea is permtted only in
officially organized groups authorized by the Governnent of North
Korea. |ndependent tourismis not permtted."”

b. "US. passports are valid for travel to North
Korea. North Korean visas are required for entry .

Prospective travelers to North Korea nust obtain in advance a
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Chinese visa valid for at least two entries prior to their
arrival in the region.™
c. "There is no North Korean enbassy or consulate in

the United States. U. S. citizens and residents planning travel
to North Korea nust obtain North Korean visas in third
countries.”

73. The internet site ww. | onel ypl anet.com states in
connection with visas to North Korea: "If you're fromthe US or
Sout h Korea you can pretty nuch forget about it."

YAI's Travel

74. The copy of YAl's passport (issued in Novenber 1996)
obtained by USCS in April 2000 reveals a visa stanp issued on
January 14, 1997, by the PRC consulate in Los Angel es,
California. Superinposed on that visa is a stanp showing entry
into the PRC on February 7, 1997, and another stanp show ng exit
fromBeijing on February 17, 1997. FBI SA Sharon Kuo, who can
read and speak Chinese and English fluently, translated the
Chinese witing on this visa.

75. There is strong evidence that YAl traveled to North
Korea between his entry into and exit fromthe PRC in February
1997 nmentioned in the above paragraph:

a. On February 28, 1997, shortly after YAI's return
fromthe PRC, FBI electronic surveillance intercepted a tel ephone
conversation between YAl and an acquai ntance of his referred to
herein as Person K. The follow ng are excerpts of that

conversation
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YAl : | canme out after 2 days. The incident was
too big to stay around.

* ok ox %

YAl: | went in on the 8h and I |eft on Wdnesday
in a hurry. They were forcing ne out. They told
nme to | eave right away. [Affiant's note: In
1997, the Wednesday fol |l owi ng February 8 was
February 12.]

PERSON K: | went in on the 11th.

YAl : | heard that. | also read the newspaper
too. They had the picture in the newspaper as
wel | .

PERSON K: The news story was printed on the 12th.

* * * *

YAl : | have so nmuch to tell you.

* ok ox %

PERSON K: Let's neet at sone place where there

are not any Korean peopl e around.

b. 1 knowthe followng fromresearch on the internet:

(i). On February 12, 1997, National Public
Radi o's "All Things Consi dered"” had a story about the defection
of Hwang Jang Jop from North Korea.

(i1i). A New York Tines News Sunmary, dated

February 13, 1997, states: "South Korea reported that a top

North Korean | eader was in its consulate in Beijing and had asked
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for asylum If confirmed, the defection of Hwang Jang Yop®®
woul d be a spectacul ar coup for Western intelligence services.
Nort h Korea suggested that M. Hwang, the top theoretician of its
i deol ogy of self-reliance and the forner tutor of its |eader, Kim
Jong Il, had been ki dnapped."

76. On May 18, 1998, FBI electronic surveillance
i ntercepted a tel ephone conversation between YAl and the sane
i ndi vidual nentioned in the previous paragraph, Person K The
foll owi ng are excerpts of that conversation

YAl : | thought you went to the Najin-Sunbong area.
[Affiant's note: This is an area in North Korea.]

PERSON K: M. Kimwent there.

YAl : You still need a visa to go there, right?

PERSON K: You get an invitation card, which is the visa.

* ok % %

YAl : | have a question. Northwest goes to China, right?

PERSON K: Yes. There is a daily flight.

* * % *

YAl :  \What do you normally fly on?

* * % *

YAl : By the way, did you neet with the representatives when
they cane last tine?

PERSON K:  Wy?

3 T know based on my familiarity with the Korean language, in which I am fluent, that
"Yop" is the correct English language spellling of this individual's name, and the spelling "Jop"
1S an error.
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YAl : Just curious.

PERSON K:  You know, it is better not to ask questions about
things |like that.

YAl : Did you neet with thenf

PERSON K:  Again . . . it is good not to ask about things
| i ke that over the phone. It is OK if we are talking to each
ot her in person .

77. The copy of YAl's passport (issued in Novenber 1996)
obtained by USCS in April 2000 reveals a visa stanp issued on
January 4, 1999, by the PRC consulate in Los Angeles, California.
Superi nposed on that visa stanp are two other stanps -- one
containing the nanme Beijing and dated January 22, 1999 (which
nmust be the entry stanp) and one dated January 31, 1999 (which
must be the exit stanp). Neither superinposed stanp is fully
| egi ble. FBI SA Kuo translated the Chinese witing on this visa.

78. On January 12, 1999, shortly before YAl's January 1999
trip, FBI electronic surveillance intercepted a tel ephone
conversation between YAl and an acquai ntance of his, herein
referred to as "Person M" The following is an excerpt fromthat
conversation:

PERSON M \Wen are you | eaving? On the 21st?

YAl: Yes. | got the visa. | just have to go. Wy?

PERSON M  Just curious.

YAl : Do not tell anyone about it.

PERSON M O course. | will not tell anyone.
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79. On February 5, 1999, shortly after YAl's January 1999
trip, FBI electronic surveillance intercepted a tel ephone
conversation between YAl and this sanme individual, Person M The
foll owi ng are excerpts fromthat conversation

PERSON M This is [Person M. D d you have a good trip?

YAl : Yes. Thank you. [Is anything up?

PERSON M | tried to go in there too. | applied, but they
did not give nme the perm ssion because | applied too |ate.

YAl : Are you going for the birthday cel ebration?*

PERSON M  Yes.

* ok ox %

YAI: | went in there and they seemto be working very hard
to inprove the econony and everything. Let's neet sonmetine next
week if you are not going there.

80. Information from USCS shows that YAl arrived by pl ane

at Los Angeles fromBeijing on March 26, 2001.

'4 Tt is apparent to me that YAI and Person M are referring to a birthday celebration for
the current or former leader of North Korea. North Korea has a cult of personality surrounding
its leader, Kim Jong 11, and his father, Kim Il Sung, the former leader of North Korea who died in
1994. The birthday of each of these individuals is marked by major celebration in North Korea.

I know these things based on my work for more than seven years on an FBI national security
squad heavily involved in counterintelligence against operatives of the North Korean government
and from my attention to news concerning North Korea.

It is apparent to me that the birthday celebration referred to in this conversation is not a
celebration for a leader of another country, for example the PRC or South Korea. YAI and
Person M are speaking in the Korean language. South Korea, unlike North Korea, does not have
lavish birthday celebrations for its leaders.

I know from internet research that current leader Kim Jong II's birth date is February 16,
1942. I know from a reference book that former leader Kim Il Sung's birthday is April 15.
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Person L's Travel

81. In the covert physical search of YAI's office (also
shared by Person L) on Decenber 16, 1997, FBI agents discovered a
U S. passport of Person L's issued in Cctober 1989, and nmade a
phot ocopy of it. This passport contains visas issued by the PRC
consulate in Los Angeles in 1991, 1992, and 1993. It shows
travel by Person L to the PRCin 1991 (two entries into Beijing
in that year), 1992, and 1993. |In Decenber 1993, Person L
submtted a formto the U S. Departnent of State claimng that
she had | ost her passport.

82. On July 3, 1997, FBI electronic surveillance
i ntercepted a tel ephone conversation between Person L and Chi na
Travel Service. The conversation took place in English. Person
L asked to nake a reservation for a flight fromLos Angeles to
Bei jing departing on August 2, returning August 13.

83. Travel by Person L to the PRCis nentioned in
par agr aphs 6la and 63, above. Paragraph 6la describes a
conversation between YAl and Person L on April 18, 1998, in which
YAl told Person L to call the travel agency and find out about
flying to Japan on Friday night and then to China the follow ng
day. Paragraph 63 involves a conversation between YAl and Person
L in which, in the course of a discussion of Person L's travel,
Person L says "I wonder if they did not let the people in China

know that they received the letter."
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84. On July 24, 1997, FBI electronic surveillance
intercepted a fax sent from YAl's office.'™ The fax was
addressed "To M. Peter"” [code for "headquarters”]. It was
signed "From Wn" [code for "YAI"]. It stated, "I received your
| etter addressed to Karen [code for Person L] and al so one to
me. . . . As | informed you of Claudia s [code for Person L's]
travel schedule through the friend [code for 'via airnmail'], she
Is expected to arrive at M. Yoo's honme [code for 'China
(Beijing)'] as her travel schedule hasn't changed.™

85. On August 6, 1997, FBI electronic surveillance
intercepted a fax sent to YAI's office. The fax was addressed to
"M. Wn" [code for "YAI"]. It was signed, "Best regards, Peter
Kang" ["Peter" and "Kang" are both code for "headquarters"]. The
fax says "M ss Karen [code for Person L] has arrived at M. Cho's
[code for 'honel and/country,' or 'Pyongyang' ] w thout any
problem / The president ['conpany president' is on the code
chart as the substitution for "KimHak-mn'] will send a letter
through her." [Affiant's note: An incomng fax to YAl's office
i ntercepted on March 9, 1998, discussed in paragraph 26 above,
told YAl that the "[p]resident” wanted to neet with himin
Austria at the beginning of April.]

86. On Septenmber 8, 1998, FBI el ectronic surveill ance

i ntercepted a conversation between Person L and China Travel

15 T cannot be sure of the telephone number to which this fax was sent, but another fax
sent from YAI's office and addressed to "Mr. Peter" eight days later, in the same hour of the day,
was sent to the -5792 number, in Beijing.
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Service. The conversation took place in English. Person L nade
a reservation for a flight for one person to Beijing departing on
the "26th," returning on the "29th." Wen the person at China
Travel Service asked, "Only three days?", Person L responded,
"Only three days."

Person C's Travel

87. Travel by Person Cin 1998 and 1999 is nentioned in
paragraphs 47-49, 51-55, and 57, above. Fromthe context it
appears that Person C was neeting (or was planning to neet)
governnent officials in the PRC or North Korea.

I. YAI Has Not Notified the Attorney General of His Foreign

Agent Relationship

88. Title 18, United States Code, Section 951(a), states,
and did state at all tinmes fromJuly 1, 1997, through the date of
this affidavit: "Woever, other than a diplomatic or consul ar
officer or attaché, acts in the United States as an agent of a
forei gn government without prior notification to the Attorney
Ceneral if required in subsection (b), shall be [guilty of a
felony]." Section 951(b), which is referenced in that |anguage,
states, and did state fromJuly 1, 1997, through the date of this
affidavit: "The Attorney General shall pronmul gate rules and
regul ati ons establishing requirenments for notification."

89. The regulations referred to by that statute are set

forth in Title 28 of the Code of Federal Regul ations, Part 73.

61



a. 28 CF.R 8§ 73.1(c) stated at all tinmes from

July 1, 1997, through at least July 1, 2001: "The term prior
notification means the notification letter, telex, or facsimle

nmust be received by the addressee nanmed in 8 73.3 prior to
commenci ng the services contenplated by the parties.”

b. 28 CF.R 8§ 73.3 states, and did state at all tinmes
fromJuly 1, 1997, through at least July 1, 2001: "Notification
shall be made by the agent in the formof a letter, telex, or
facsimle addressed to the Attorney General, directed to the
attention of the Registration Unit of the Crimnal D vision [of
the Departnent of Justice]," except as follows:

(i). Agents engaged in | aw enforcenent
i nvestigations or regulatory agency activity shall nmake
notification in the formof a letter, telex, or facsimle
addressed to the Attorney Ceneral, directed to the attention of
Interpol-United States National Central Bureau.

(1i). Agents engaged in intelligence,
counterintelligence, espionage, counterespionage or
counterterrori smassi gnnent or service shall nake notification in
the formof a letter, telex, or facsimle addressed to the
Attorney Ceneral, directed to the attention of the nearest FBI
Legal Attache.

(iii). Agents engaged in judicial investigations
pursuant to treaties or other nutual |egal assistance requests or

|l etters rogatory shall make notification to the Attorney General,
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directed to the attention of the Ofice of International Affairs,
Crimnal Division.

90. Section 951(d), now and at all tinmes fromJuly 1, 1997,
through the date of this affidavit, defined the term"agent of a
forei gn governnment” as "an individual who agrees to operate
within the United States subject to the direction or control of a
forei gn government or official, except that such term does not
include -- (1) a duly accredited diplomatic or consul ar officer
of a foreign governnent, who is so recogni zed by the Depart nent
of State; (2) any officially and publicly acknow edged and
sponsored official or representative of a foreign governnent; (3)
any officially and publicly acknow edged and sponsored nenber of
the staff of, or enployee of, an officer, official, or
representative described in. . . (1) or (2) who is not a United
States citizen; or (4) any person engaged in a | egal commerci al
transaction [except for certain agents of Cuba or certain people
convicted of or who have pl eaded nol o contendere to certain
crinmes]."”

91. 28 CF.R 73.1(f) states, and did state at all tines
fromJuly 1, 1997, through the date of this affidavit: "The term
| egal commercial transaction, for the purpose of 18 U S. C.

951(d) (4), neans any exchange, transfer, purchase or sale, of any
comodity, service or property of any kind, including information
or intellectual property, not prohibited by federal or state

| egi sl ation or inplenenting regulations.”
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92. | have seen a Certification of Non-Existence of Record
containing a statement signed by Marshall R WIlianms, then Chief
of the Registration Unit, Internal Security Section, Crim nal
Division, U S. Departnment of Justice. M. WIlians stated
therein the foll ow ng:

a. That he is the official who supervises the unit
that is responsible for all records filed with and mai ntai ned at
t he Departnent of Justice under the Foreign Agents Registration
Act (FARA), 22 U S.C. 8 611 et seq. as well as the official
responsible for the admnistration of 18 U S.C. §8 951 and for
determ ni ng whet her an agent has filed the notice required by
t hat statute.

b. That only a portion of notices are naintai ned by
his office, and that notices nay also be filed with the U S
State Departnent or with other conmponents of the U.S. Departnent
of Justice, nanely the Ofice of International Affairs, the
United States Central Bureau (Interpol), and the Legal Attaches
of the FBI.

c. That a diligent search of records at rel evant
conponents of the U S. Department of Justice covering the tine
period fromat least July 1, 1992, to July 1, 2002, disclosed no
record of registration under the FARA and no record of notice
under 18 U. S.C. 8 951 by anyone with the nanme JOHN JOUNGAOONG
YA, JOHN YAl, JOUNG WOONG YAI, or JOHN JOUNG WOONG YAI .

d. That a diligent search of the U S. Departnent of

State's Accreditation Ofice covering the time period from at
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| east July 1, 1992, to July 1, 2002, disclosed no record of
anyone with the name JOHN JOUNGAOONG YAl , JOHN YAI, JOUNG WOONG
YA, or JOHN JOUNG WOONG YAI .

J. The Seizure of Computer Equipment

93. Based upon ny training and experience and information
related to nme by agents and others involved in the forensic
exam nation of conputers, | know that conputer data can be stored
on a variety of systens and storage devices including hard disk
drives, floppy disks, conpact disks, nmagnetic tapes, and nenory
chips. | also know that during the search of the premses it is
not al ways possible to search conputer equi pnent and storage
devices for data for a nunber of reasons, including the
fol | ow ng:

a. Searching conputer systenms is a highly technica
process that requires specific expertise and specialized
equi pnent. There are so nmany types of conputer hardware and
software in use today that it is inpossible to bring to the
search site all of the necessary technical manuals and
speci al i zed equi prent necessary to conduct a thorough search. In
addition, it may al so be necessary to consult with conputer
per sonnel who have specific expertise in the type of conputer
software application or operating systemthat is being searched.
b. Searching conputer systens requires the use of

precise, scientific procedures that are designed to maintain the
integrity of the evidence and to recover "hidden," erased,

conpressed, encrypted or password-protected data. Conputer
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har dwar e and storage devices may contain "booby traps" that
destroy or alter data if certain procedures are not scrupul ously
followed. Since conputer data is particularly vulnerable to

i nadvertent or intentional nodification or destruction, a
controll ed environnment, such as a | aw enforcenent |aboratory, is
essential to conducting a conplete and accurate analysis of the
equi pnent and storage devices fromwhich the data will be
extract ed.

c. The volune of data stored on many conputer systens
and storage devices will typically be so large that it will be
highly inpractical to search for data during the execution of the
physi cal search of the prem ses. A single nmegabyte of storage
space is the equival ent of 500 doubl e-spaced pages of text. A
singl e gigabyte of storage space, or 1,000 negabytes, is the
equi val ent of 500, 000 doubl e-spaced pages of text. Storage
devi ces capable of storing fifteen gigabytes of data are now
commonpl ace i n desktop conputers. Consequently, each non-
net wor ked, desktop conputer found during a search can easily
contain the equivalent of 7.5 mllion pages of data, which, if
printed out, would conpletely fill a 10" x 12' x 10' roomto the
ceiling.

d. Conputer users can attenpt to conceal data within
conput er equi pnent and storage devices through a nunber of
met hods, including the use of innocuous or m sleading filenanes
and extensions. For exanple, files wwth the extension ".jpg"

often are image files; however, a user can easily change the
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extension to ".txt" to conceal the inmage and nake it appear that
the file contains text. Conputer users can also attenpt to
conceal data by using encryption, which nmeans that a password or
devi ce, such as a "dongle" or "keycard," is necessary to decrypt
the data into readable form In addition, conputer users can
conceal data wi thin another seem ngly unrelated and i nnocuous
file in a process called "steganography.” For exanple, by using
st eganography a conputer user can conceal text in an imge file
whi ch cannot be viewed when the inage file is opened. Therefore,
a substantial anmount of tinme is necessary to extract and sort
through data that is conceal ed or encrypted to determ ne whet her
it is evidence, contraband or instrunmentalities of a crine.

K. Items to Be Seized

94. The itens to be seized fromthe prem ses | ocated at 909
Gant Street, Unit 1, Santa Mnica, California, consist of the
foll ow ng evidence of violation of Title 18, United States Code,
Section 951 (Failure to Notify Attorney General of Foreign Agent
Rel ationship), Title 18, United States Code, Section 1001 (Fal se
Statement within the Jurisdiction of the United States), and
Title 18, United States Code, Section 371 (Conspiracy to Make
Fal se Statenment within the Jurisdiction of the United States):

a. Any and all passports issued to YAl.

b. Any and all docunents that refer or relate to
foreign travel by YAl to any destination at any tine, or to
foreign travel by anyone to the People's Republic of China, North

Korea, Japan, or Europe in the period fromJanuary 1, 1997,

67



through the date of the execution of the search warrant,
Including but not limted to airline tickets, itineraries,
recei pts for expenditures abroad or travel services, frequent
flyer data, notes, and charge slips for charges incurred abroad.

c. Any and all docunments that constitute or refer to
comuni cations to or from (i) North Korea (al so known as the
Denocrati c People's Republic of Korea) or the People's Republic
of China; (ii) telephone nunbers 86-24-384-5505, 86-10-6532-5792,
86- 24-625- 7357, 86-10-6460-3991, or 86-10-6460-8065, 86-10-6464-
8707; (iii) "Chang," "Kang," "Peter," "Janes," "Steve," "Joseph,"
"Bill," "John"; any of those names preceded by the word "M.";
"M. Chi," "M. Jefferson,” "M . Robertson,” "M. Ch," "M. Ahn,"
"M. Shin," "M. Yoora," or "M. Kin; or the Korean | anguage
transl ation of any of the foregoing names; or (iv) website
addresses "Green_Earth_2000@ahoo. com ™ "john. kk@inmail.com"
"ksakj ch@ahoo. co. kr," or "ksakjch@otnmail.com"

d. Any and all docunents that constitute or contain
code books, code lists, or code charts.

e. Any and all docunments that contain a discussion or
description of techni ques, nethods, or tactics for obtaining
I nformation, including classified information.

f. Any and all docunents that refer to or contain the
name of: (i) any enbassy |located in the People's Republic of
China, (ii) any North Korean enbassy or consulate, or (iii) any

conponent of the North Korean governnent.
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g. Any and all docunents that refer or relate to: (i)
foreign travel by SUSAN YOUNGIA YAI, (ii) United States | aws
relating to inbound currency reporting requirenents, or (iii) the
i mportation of currency into the United States on or about Apri
30, 2000, by YAl and/or by SUSAN YOUNGIA YAI, the seizure of that
currency, or any efforts to recover that currency or prevent its
forfeiture

95. The itens to be seized fromHotmail, 1065 La Avenida,
Mountain View, California, and servers utilized by Hot mail
consist of the follow ng evidence of violation of Title 18,
United States Code, Section 951 (Failure to Notify Attorney
General of Foreign Agent Relationship): For the period May 1,
2001, to the date of execution on Hotrmail of this search warrant,
any and all e-mails (including attachnments) that had been sent
bet ween e-mai |l address "Denni skinR6@otmail.com™ on the one
hand, and e-mail addresses "ksakjch@otnmail.com"
"Green_Earth_2000@ahoo. com " "ksakj ch@ahoo. co. kr," or
"john. kk@i nmail.com" on the other.

96. As used in paragraph 94 hereof, listing the itens to be
seized fromthe residence, the term"docunents"” includes not only
writings on paper but images, prograns, applications, or other
materials containing information created, nodified, or stored in
any form That termincludes docunents in any | anguage.

97. In searching for data capable of being read, stored or
interpreted by a conputer, |aw enforcenent personnel executing

this search warrant will enploy the foll ow ng procedure:
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a. Upon securing the prem ses, |aw enforcenent
personnel trained in searching and seizing conputer data (the
"conputer personnel”) will make an initial review of any conputer
equi pnrent and storage devices to determ ne whether these itens
can be searched on-site in a reasonable anount of tinme and
wi t hout jeopardizing the ability to preserve the data.

b. If the conputer personnel determine it is not
practical to performan on-site search of the data within a
reasonabl e anount of tinme, then the conputer equipnent and
storage devices will be seized and transported to an appropriate
| aw enforcenent |aboratory for review The conputer equi pnent
and storage devices will be reviewed by appropriately trained
personnel in order to extract and seize any data that falls
within the list of itenms to be seized set forth herein.

c. In searching the data, the conmputer personnel may
exam ne all of the data contained in the conputer equipnent and
storage devices to view their precise contents and determ ne
whet her the data falls within the itens to be seized as set forth
herein. In addition, the conputer personnel nay search for and
attenpt to recover "deleted,"” "hidden" or encrypted data to
determ ne whether the data falls within the list of itens to be
sei zed as set forth herein.

d. If the conputer personnel determ ne that the data
does not fall within the list of itens to be seized pursuant to
this warrant or is not otherw se legally seized, the governnent

Wll return these itens within a reasonable period of tinme not to
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exceed 60 days after the date of seizure unless further
aut hori zation is obtained fromthe Court.

e. In order to search for data that is capable of
being read or interpreted by a conputer, |aw enforcenent
personnel will need to seize and search the follow ng itens,
subject to the procedures set forth above:

(i). Any conputer equipnment and storage device
capabl e of being used to commt, further or store evidence of the
of fense |isted above;

(ii). Any conmputer equipnent used to facilitate
the transm ssion, creation, display, encoding or storage of data,
i ncl udi ng word processi ng equi pnent, nodens, docking stations,
nonitors, printers, plotters, encryption devices, and optical
scanners;

(iii). Any magnetic, electronic or optical
storage device capable of storing data, such as floppy disks,
hard di sks, tapes, CD-ROVs, CD-R, CD-RWs, DVDs, optical disks,
printer or nmenory buffers, smart cards, PC cards, nenory
calculators, electronic dialers, electronic notebooks, and
personal digital assistants;

(iv). Any docunentation, operating | ogs and
reference manual s regardi ng the operation of the conputer
equi pnent, storage devices, or software.

(v). Any applications, utility prograns,

conpilers, interpreters, and other software used to facilitate
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direct or indirect comrunication with the conputer hardware,
storage devices or data to be searched,

(vi). Any physical keys, encryption devices,
dongles and sinmlar physical itens that are necessary to gain
access to the conputer equi pnent, storage devices, or data; and

(vii). Any passwords, password files, test keys,
encryption codes or other informati on necessary to access the
conput er equi pnent, storage devices, or data.

L. Conclusion

98. Based on the contents of this affidavit and ny training
and experience in counterintelligence work, | conclude that Yai
was working for the North Korean intelligence service, and not
any ot her conponent of the North Korean governnent. The coded
means of conmmuni cation, the repeated travel to the honeland (or a
closely allied country), the neetings abroad, the paynents in
cash, and Yai's description of the handling of the information in
China and North Korea (see paragraph 70 hereto), are
characteristic of an agent of an intelligence service.

99. Based on the contents of this affidavit, | conclude
that there is probable cause to believe that JOHN JOUNGAOONG YA,
al so known as JOUNG WOONG YAI, has violated Title 18, United
States Code, Section 951 (Failure to Notify Attorney General of
Forei gn Agent Relationship), Title 18, United States Code,
Section 1001 (False Statenent within the Jurisdiction of the

United States), and Title 18, United States Code, Section 371
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(Conspiracy to Make Fal se Statenent within the Jurisdiction of
the United States).

100. Based on the contents of this affidavit, | conclude
that there is probable cause to believe that SUSAN YOUNGIA YAI,
al so known as YOUNG JA YAl, has violated Title 18, United States
Code, Section 1001 (False Statenent within the Jurisdiction of
the United States) and Title 18, United States Code, Section 371
(Conspiracy to Make Fal se Statenent within the Jurisdiction of
the United States).

101. Based on the contents of this affidavit, | further
conclude that there is probable cause to believe that evidence of
violation of Title 18, United States Code, Section 951 (Failure
to Notify Attorney General of Foreign Agent Rel ationship), Title
18, United States Code, Section 1001 (Fal se Statenent within the
Jurisdiction of the United States), and Title 18, United States
Code, Section 371 (Conspiracy to Make Fal se Statenent within the
/11
/11
/11
/11
/11
Jurisdiction of the United States) wll be found at the | ocations

to be searched.

JAMES G CHANG
Speci al Agent -- FBI
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Subscri bed and sworn to before me

on this day of , 2003.

UNI TED STATES MAGQ STRATE JUDGE
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